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A Silicon Valley 
executive had 
$400,000 stolen by 
cybercriminals while 
buying a home. 
Here’s her warning…
https://www.cnbc.com/2024/07/23/wire-fraud-in-real-
estate-silicon-valley-executive-warning.html

Why are we here today? 

https://www.cnbc.com/2024/07/23/wire-fraud-in-real-estate-silicon-valley-executive-warning.html
https://www.cnbc.com/2024/07/23/wire-fraud-in-real-estate-silicon-valley-executive-warning.html
https://www.cnbc.com/2024/07/23/wire-fraud-in-real-estate-silicon-valley-executive-warning.html


Select findings from FBI IC3 PSA June 9, 2023: Business Email Compromise: The $50 Billion Scam

Victim losses reached an all-time high in 2022, increasing 72% from 2020.
Real estate wire fraud is exploding.

2015 2016

$9M

2017 2018 2019 2020 2021 2022

$76M

$219M

$243M $241M
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$430M
$446M

https://www.ic3.gov/Media/Y2023/PSA230609


Property data is publicly 
a va ila b le  via  list ing  
se rvice s a nd  county 

re co rd s.  

Transact ions involve 
la rg e  sum s o f m one y. 
The  U.S. m e d ia n hom e  
sa le  p rice  is  now ove r 

$400k.

Why is wire fraud such a big problem in real estate?

Up to  10 dif ferent  par t ies  
a re  invo lve d  a nd  sha ring  

info rm a t ion in  a  re a l 
e sta te  closing .



$48,437 
- The value of opportunity created for scammers 

every second in July, 2024



BUYERS
$72k median loss1

Who’s at risk?

Phishing attacks
Spoofed ema ils

Socia l engineering
Rea l esta te a gent impersona tion

Title a gent impersona tion
Lender impersona tion

Open source records
Identity theft

Socia l engineering
Seller impersona tion

SELLERS
$70k median loss1

1 Select findings from CertifID 20 24 Sta te of Wire Fra ud Report



How does wire fraud happen?

They send emails designed to trick a party into giving access to their account.

Target

Phish

Wait

Intercept

Steal

Scammers use online data to identify active real estate transactions.

They learn of an upcoming funds transfer and wait for the right moment to email 
fraudulent wiring instructions.

They receive the closing funds into a bank account controlled by the scammer. 

Once received, the funds are quickly transferred to cashier’s checks, crypto 
wallets, or overseas bank accounts.



Select findings from https://www.verizon.com/business/resources/reports/dbir/

74%
These cybercrimes are fueled by social engineering. 

of security breaches involve the human element, which 
includes social engineering attacks, errors or misuse.

58% of social engineering attacks rely on pretexting, or using a 
fabricated story to gain a victim's trust.

https://www.verizon.com/business/resources/reports/dbir/


Identity

Identity is 
the new 

battleground.



Seller 
impersonation 
fraud is on the 
rise.

Kenigsberg v. 51 Sky Top Partners, 
LLC sets a precedent for a real estate 
company’s duty of care.



CertifID proprietary information and not to be shared without permission.

Look for these seller impersonation red flags.

1 Public records 
sea rched to 
identify va ca nt  lots

Listing price of the 
property is below 
current  ma rket  va lue

Scammer requests  a 
remote nota ry signing a nd 
impersona tes the nota ry

Posing as seller, 
sca mmer conta cts rea l 
esta te a gent  to list  the 
property for sa le

Scammer quickly 
a ccepts the offer, 
with a  preference 
for ca sh sa les

Funds transferred to 
sca mmer a nd not  
discovered until la ter

2

3 5

4 6

CertifID proprietary information and not to be shared without permission.



You can be the key to driving different outcomes.

Would you be able to recognize a fraud attempt in your inbox? 
Michelle Dubé of The Zoeller Group at Keller Williams provides 
insight from a recent, true-life fraudulent transaction.

https://www.inman.com/2024/01/30/stopping-fraud-in-its-tracks-a-wake-up-call-for-agents/

Stopping fraud in its tracks: 
A wake-up call for agents

https://www.inman.com/2024/01/30/stopping-fraud-in-its-tracks-a-wake-up-call-for-agents/
https://www.inman.com/2024/01/30/stopping-fraud-in-its-tracks-a-wake-up-call-for-agents/
https://www.inman.com/2024/01/30/stopping-fraud-in-its-tracks-a-wake-up-call-for-agents/
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Tech-enabled Social Engineering
Scammers have access to more resources than ever before to perfect their tactics.

SpoofCard
(Call back spoofing)

Deepfake
(AI voice replication)

Influence Bots (Open-source 
intelligence)

SIM swap
(SS7 Network)

FRAUD GPT 
(AI-generated social 
engineering attacks)

CertifID | November 2023



AI Voice
(Eric Sain)



More than 1 in 10 b e com e  ta rg e ts o f fra ud .

CertifID 2024 State of Wire Fraud report, from an online survey of 650 U.S. consumers who had recently bought or sold property.

Nearly 1 in 4 receive suspicious communications.

Consumers are highly vulnerable.

More than 1 in 20 b e com e  
vict im s.



Consumers are inadequately aware of the risks.

51% of a ll consum e rs
a re  “no t” o r only 
“som e wha t” a wa re
of the  risks o f wire  
fra ud .

NOT Aware
16%

SOMEWHAT
aware

35%

VERY aware

49%  

N=650

Q: How aware were you of the risks of wire fraud before closing? 

CertifID 2024 State of Wire Fraud report



Real estate agents are seen as a primary resource.

Among the 71 % of 
consum e rs looking  fo r 
outsid e  he lp  fo r 
e d uca t ion — the  hig he st  
e xp e cta t ion o f owne rship  
lie s with re a l e sta te  
a g e nts.

Q: Who do you think should have educated you about 
wire fraud?

Real Estate Agent

Attorney

Title Company

Lender

Other 

27%

16%

15%

11%

2%

CertifID 2024 State of Wire Fraud report

N=650



How can you be more secure?



“Implementing MFA (multi-factor authentication) 
can make you 99% less likely to get hacked, 
according to Microsoft.”

www.cisa.gov/MFA

https://www.cisa.gov/MFA


20

Identifying recent access



21

Identifying recent access
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It’s Easy: Multi-factor 
Authentication 



23

It’s Easy: Multi-factor 
Authentication 



24

It’s Easy: Multi-factor 
Authentication 



How can you help your clients be more secure?



Communicate throughout the transaction.

Buy side: 
Remind your client 

when and how they’ll 
be asked to send 

funds, and to always 
verify before sending. 

Buy side: 
Congrats you’re 
under contract! 

Introduce the topic 
of wire fraud. It’s 

NOT too early. 

1

Sell side: 
Treat any vacant 
lot or not-owner 

occupied property 
with additional 

caution.

Sell side:  
Check the source of 
your lead and set up 
an in person meeting 

or video call.

2 3 54 6

CertifID proprietary information and not to be shared without permission.

Buy side: 
Continue to be 

proactive about the 
risks of wire fraud 

all the way to 
closing.

Sell side: 
Contact your title 
agent for help to 

verify identity of a 
new client before 
you go forward. 



From CertifID survey of 136 real estate agents, June 2024 

Use an identity 
verification tool

How are you verifying new clients or leads?

38%
Don’t have a 

standard practice

31%
Check or make a 

copy of an ID

23%



CertifID 2024 State of Wire Fraud report

Education of internal and external audiences

Standard operating procedures across your 
business

Software tools to lower risk, enable decision 
making,  and improve efficiency

Incident response planning and testing to 
mitigate impact

First party insurance to protect you from loss

Education

Incident Response

Protection requires a 
layered approach.

Insurance

Technology

Procedures



Need help? 

Submit a request
to verify a seller’s 

identity.

info.certifid.com/nar

https://info.certifid.com/nar


Thank you NAR and everyone here today!

Tom Cronkright
Executive Chairman
CertifID

tcronkright@certifid.com


	NAR BROKER POWER HOUR
Real Estate Fraud: How Brokers Can Protect Yourself and Your Clients

	Why are we here today? 
	Slide Number 3
	Why is wire fraud such a big problem in real estate?


	Slide Number 5
	Who’s at risk?
	How does wire fraud happen?
	These cybercrimes are fueled by social engineering. 
	Slide Number 9
	Seller impersonation fraud is on the rise.
	Slide Number 11
	You can be the key to driving different outcomes.
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Identifying recent access
	Identifying recent access
	It’s Easy: Multi-factor Authentication 
	It’s Easy: Multi-factor Authentication 
	It’s Easy: Multi-factor Authentication 
	Slide Number 25
	Communicate throughout the transaction.
	How are you verifying new clients or leads?
	Slide Number 28
	Need help? 
	Thank you NAR and everyone here today!

